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Claims 

What is claimed is: 

1 . Apparatus for transferring^acket data comprising: 

a first packet server; 
a second packet serve/ having a point-to-point communication path 

established with the first packet serv^; and 

a third packet server configured for estabUshing a point-to-point 
communication path with the se6ond packet server in respbnse to receipt of a hand-off 
notification, the third packet sen4: transmitting a message signal to the second packet server, 
the message signal includi/g a communication path set-up request and a continue 
communication request. 




2. The a/paratus of Claim 1, wherein the second packet server is configured 
for transmitting a mesfeage signal to the first packet server, the message signal including 
notification that the yfcommunication path between the first packet server and the second 
packet server is to Be disconnected. 



3/ The apparatus of Claim 1, wherein the message signal contains at least a 
portion of infor/iation associated with the point-to-point communication path between the 
first packet semper and the second packet server. 



4. The apparatus of Claim 1, wherein the second packet server is configured 
for transmit^ng a message signal to-the third packet server, the message signal including a 
reply to thJ communication path set-up request and the continue communication request 
tiransmittedfby the third packet server. 
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5. The apparatus of Claim 4, wherein the^d packet server is configured for 
transmitting a message signal to the second packet s/rver, the message signal including a 
reply to the reply message signal transmitted by the' second packet server. 

6. The apparatus of Claim 1 , whe/ein the point-to-point communication path 
between the servers is established according to/a tunneling protocol. 

7. Apparatus for transferring packet data comprising: 
a first packet server; / 

a second packet servenr having a point-to-point communication path 
estabhshed with the first packet servert 
a third packet server; and 

the second packet /erver configured for estabUshing a point-to-point 
communication path with the thtfd packet server in response to receipt of a hand-off 
notification, the second packet serVer.transmitting a message signal to the third packet server, 
the message signal including /a communication path set-up request and a continue 
communication request. / 

8. The apparatus of Claim 7, wherein the second packet server is configured 
for ti-ansmitting a message/signal to the first packet server, the message signal including 
notification that the communication path between the first packet server and the second 
packet server is to be disconnected.. 
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9. The apparatus of Claim 7, wherein tfae message signal contains at least a 
portion of information associated with the point-to^oint communication path between the 
first packet server and the second packet server. 

10. The apparatus of Claim 7, wherein the third packet server is configured 
for transmitting a message signal to the secoi/d packet server, the message signal including 
a reply to the communication path set-up ^quest and the continue communication request 
transmitted by the second packet server. 



P 10 11. The apparatus of Claim 10, wherein the second packet server is 

li configured for transmitting a messagfe signal to the third packet server, the message signal 

including a reply to the reply message signal trgmmitted by the third packet server. 

12. The apparatus j^f Claim 7, wherein the point-to-point commimication path 
1 5 between the servers is established according to a tunneling protocol. 



13. Apparatus for transferring packet data comprising: 
a first packet server; 

a second paiket server having a point-to-point communication path 
20 estabUshed with the first paiket server; 

a third packeJ: server; and 

packet server configured for estabUshing a point-to-point 
the third packet server in response to receipt of a hand-off 
notification, the second pac cet server transmitting a message signal to the third packet server, 
25 the message signal includi ig a continue communication request. 



the second 
communication path with 
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14. The apparatus of Claim 13, Wierein the second packet server is 
configured for transmitting a message signal to theyfirst packet server, the message signal 
including notification that the communication patji between the first packet server and the 
second packet server is to be disconnected. 

15. The apparatus of Claim Is/wherein ttie message signal contains at least 
a portion of infomiation associated with the p^int-to-point communication path between the 
first packet server and the second packet server. 
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10 16. The apparatus of Claim 13, wherein the third packet server is configured 

for transmitting a message signal to they4econd packet server, the message signal including 
a reply to the continue communicatioA request trmsmitted by the second packet server. 

/J 

17. The apparatus of Claim 16, wherein the second packet server is 
1 5 configured for transmitting a meafeage signal to the third packet server, the message signal 

including a reply to the reply message signal transmitted by the third packet server. 

18. The appar/tus of Claim 13, wherein the point-to-point communication 
path between the servers is ej(tablished according to a tunneling protocol. 

20 

19. Apparatus for transferring packet data comprising: 
a first packet server; 

a second /packet server having a point-to-point communication path 
established with the first packet server, the second packet server having a radius server 
25 associated therewith; 
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a third packet server configured/ for establishing a point-to-point 
communication path with the second packet server in response to receipt of a hand-off 
notification, the third packet server having a/ radius server associated therewith for 
transmitting a message signal to the radius ser^r of the second packet server, the message 
signal including a continue communication request. 
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20. The apparatus of Claim 19, wherein the message signal further includes 
a communication path set-up request. 




10 21. Apparatus for trarjsferring packet data comprising: 

a first packet server; 
a second packet server having a point-to-point communication path 
established with the first packet/server, the second packet server having a radius server 
associated therewith; 

1 5 a third packet server having a radius server associated therewith; and 

the second packet server configured for establishing a point-to-point 
communication path with the third packet server in response to receipt of a hand-off 
notification, the radius ser|^er associated with the second packet server transmitting a 
message signal to the radiiiB server of the third packet server, the message signal including 

20 a continue communicatiom request. 



22. The apparatus of Claim 21, wherein the message signal fiirther includes 
a communication path set-up request. 
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23. A method for transfefring packet data comprising the steps of: 
establishing apoint-to-p/int communication path between a first packet server 

and a second packet server; 

receiving a hand-offi^iotification signal; 

transmitting a mespge signal between a third packet server and the second 
packet server in response to the Wbid-off notification signal, the message signal including a 
communication path set-up req/est and a continue communication request. 
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24. The method of Claim 23, wherein the message signal is initiated by the 
second packet server. 



25. The method ofdlaki 23, wherein the message signal is initiated by the 
third packet server. 



■=s.' 

ffl 



15 



26. A mJbthod for transferring packet data comprising the steps of: 
estabUsmng a point-to-point communication path between a first packet server 

and a second packet sarver; 

receiving a hand-off notification signal; 

transmitting a message signal between a radius server associated with a third 
packet server and a raiiius server associated with the second packet server in response to the 
hand-off notification signal, the message signal including a communication path set-up 
■ request and a contim e communication request. 

27. The method of Claim 26, wherein the message signal is initiated by the 
25 radius server of the s ;cond packet server. 
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28. The method of Claim 26, /vherein the message signal is initiated by the 
radius server of the third packet server. 
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29. A method for transfeflfing packet data comprising the steps of: 
establishing apoint-to-potit communication path between a first packet server 

and a second packet server; / -^^^^ 

receiving a hand-off njotification signal; 

transmitting a message signal firom the second packet server to a third packet 
server in response to the hand-off notification signal, the message signal including a 
communication path set-up requesit and a continue communication request. 

30. Apparatus for transferring packet data comprising: 

a first packey server configured for establishing a point-to-point 
communication path between/a user and a private network; 

a second pafcket server configured for establishing a point-to-point 
communication path betwefen the user and the first packet server such that a muUi-hop 
communication path is estiihshed between the user and the private network; and 

the first packet server monitoring state variables transmitted between the 
second packet server and the private network. 

3 1 . The apparatus of Claim 30, wherein a tunnel protocol is used to estabUsh 
the multi-hop communication path. 



40 



Chuah 18-14 



32. The apparatus of Claim 30, wherein the first packet server stores a four 
tuple state variable set wherein two state variables are associated with the second packet 
server and two state variables are associated with the private network. 

33. A method for transfenftng packet data comprising the steps of: 
establishing a point-to-po/at communication path between a user and a private 

network via a first packet server; 

establishing a point-tof-point communication path between the user and the 
first packet server via a second packet server such that a multi-hop communication path is 
established between the user and me private network; and 

monitoring state variables transmitted between the second packet server and 
the private network. / 

34. The method of Claim 33, wherein a tunnel protocol is used to establish 
the multi-hop communication path. 



35. The method of Claim 33, wherein the first packet server stores a four 
tuple state variable set whferein two state variables are associated with the second packet 
server and two state variables are associated with the private network. 
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